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Abstract

The system described herein has been developed with the aim of support-
ing the NHS and Government. It collects, collates and analyses data in
a secure format to assist, health professionals, Government officials and
politicians to improve patient care and get most value for money from
available budgets. The final solution aims to assist health professionals
carry out their day to day job, providing information they can use to im-
prove the patient care they provide in terms of quality and effectiveness
and permitting homomorphic computations to be performed on the na-
tions encrypted medical records. It also aims to enable critical analysis
to settle debates on policy decisions. The system has been developed by
focusing on two current political issues in Wales to demonstrate its ap-
plication to both a wide and more specific application. The areas used
are the decision to provide free prescriptions to all residents in Wales
and the use of prescriptions for non-medical treatment to implement the
Welsh Government Book Prescription Wales scheme. The system solu-
tion has been achieved through the application of Pailliers’ cryptosystem
to address the requirement for homomorphic addition. This has enabled
a solution to be identified which grants the option of analysing medical

records without compromising patient privacy.
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Chapter 1

Introduction

The purpose of the work included within this Report is to provide the National Health
Service (NHS) Wales a means for storing patient data in a secure manner, but in such
a way as to ensure data analysis was not prohibited. We are in an age today, where
the analysis of big data by healthcare experts, researchers and other practitioners can

be used to address problems in the healthcare System, (Wang et al. 2015) such as:

e The variance in drugs prescribed to patients with the same disease(s) which
create issues such as the 'post code lottery’ of care;

e provide definitive answers as to which drugs are most effective thus ensuring
patients receive the drug which is generally most effective first, generating sig-
nificant public funding savings and improving quality of life;

e good evidence to support new policy or justify the continuation of existing
policy such as free drug prescriptions in Wales, where this expensive policy
could perhaps be modified or stopped without affecting the health of the public;

e the effectiveness of other non-drug treatments on prescription such as the re-
cently implemented Book Prescription Wales(BPW) scheme within Wales, where
people with mild to moderate mental health issues are prescribed a self-help
therapy book(selected as the most effective books by psychiatrists and psychol-

ogists.
The analysis system developed, should also be capable of:

e assisting a doctor with their day to day job, while simultaneously gathering an
ever growing volume of anonymous medical data;
e storing the patients’ personal data in an encrypted format to be semantically

secure as to ensure anonymity of the patient; and



e 3" party organisations once granted permission, should be able to perform
computations on the encrypted data in a homomorphic manner, in order to

achieve accurate analysis.

In 2013, the paper (Groves et al. 2013) revealed that since 2010 over 200(we can
expect this number to be even greater now) new businesses have developed a range
of techniques to improve the use of medical data which is readily available in this day
and age. As technological capabilities advance we can expect new ideas for analysis
of big data to emerge, some of which could substantially reduce the ever increasing
cost of healthcare. In order to bring this ideological big data analysis into practice,
the current healthcare system needs to undergo some essential modifications to its
current structure, it is integral to protect the identity of those who’s data is undergoing
analysis, where the results will inevitably end up being publicly available.(Wang et al.
2015)

My solution will comprise of two fundamental aspects. Firstly the gathering and
retrieval of all medical data which must be handled in a secure manner, it is of
paramount importance that when the data is at rest (in the national database) it is
encrypted so patient privacy is guaranteed. Secondly, the data which could potentially
provide key analysis for the future development of healthcare, needs to be encrypted
in such a way that homomorphic operations may be computed, without altering the

integrity of the plaintext or revealing the identity of those involved.

1.1 Report structure

The remainder of this paper will be structured as follows.

Further background material

Here we will define some of the fundamental concepts which are integrated into the
solution. Additionally we will analyse the different forms of homomorphic encryption

available.

Analysis and Specification

How I analysed the problem. This section will also include the system requirements.

Design
An overview of the structure of the solution. Additionally, we will inspect some of

the influential algorithms embedded in the system.



Implementation and testing

Here we will see the testing methods carried out to ensure the functionality of the

system is both correct and purposeful.

User interface

An overview of the user interface and decisions behind its design.

Project management

An insight into the timeline designed to keep myself on track throughout the project

in addition to how i overcame unforeseen obstacles.

Results and evaluation

Evaluation of the system as a whole. Here we will scrutinise the system, looking at its

overall robustness, performance and practicality of application to the initial problem.

Discussion
An overall summary of both the achievements and deficiencies of the project as a
whole, also an insight into where this system could be taken if I had more time or

was developed further.

Conclusion
A conclusive paragraph on the solution provided, to the problem given at the begin-

ning of the Report, ending with a list of references and appendices.



Chapter 2

2.1 Further background material

Encryption is the process of converting data from something intelligible into some-
thing unintelligible. The main purpose of this is to prevent unauthorised personnel
from viewing this data. Homomorphic encryption (HE) is a form of encryption where
the application of an algebraic operation on a given ciphertext results in an algebraic
operation being performed on the plaintext(not necessarily the same operation as we
will discover later). There are two types of HE, namely, fully homomorphic encryp-
tion(FHE) and partially homomorphic encryption(PHE). A FHE scheme means that
taking an arbitrary function f and wishing to obtain f(my,..., m,,), the user is instead
able to compute on the encrypted values of these inputs, cy,..., ¢,. The resulting
ciphertext can then be decrypted to obtain f(my,..., m,). (Armknecht et al. 2015) A
partially homomorphic encryption(PHE) scheme is one in which it provides only one
of either additive or multiplicative homomorphic properties, but strictly not both.

An encryption algorithm can be either asymmetric or symmetric, which involve
the scheme having both a public and private key or just a private key respectively.
In an asymmetric system, the public key can be accessed by anyone allowing them
to encrypt a message, the resulting ciphertext can only be decrypted(feasibly) by the
owner of the private key. While in a symmetric system there is only a secret key,
which is used for both the encryption and decryption of a message.(Paillier 1999)

In practice, it should be computationally infeasible to calculate one key from the
other in an asymmetric system(Simmons 1979). There have been a number of PHE
algorithms published over recent years. ElGamal, Exponential ElGamal, Paillier and
RSA are some of the most commonly used and readily available systems which could

be used in the solution to the given problem.



2.1.1 RSA

RSA is the first example of a PHE we will look at. The homomorphic property which
it possesses is that it permits multiplicative computation of given ciphertexts. RSA
is asymmetric and thus relies on two keys to operate. The proof of correctness and
key generation for RSA can be found in appendix 1. The robustness of RSA rests on
the intractability of integer factorisation for large values of n, because of this, once
both keys have been created it is imperative that the values of p and q are destroyed
or kept secret.

An application of RSA encryption shown in (Tebaa et al. 2012) could be in Cloud
security, where for example a client sends the pair (c1, ¢o) where ¢; = m§ mod n and
co = m§ mod n to the Cloud, the server performs the computation requested and
returns the encrypted result (¢, c2) back to the client. As stated in the paper(Tebaa
et al. 2012), there is a potential flaw in this form of encryption, which occurs if an
attacker intercepts the two ciphers (cy,c2). Encrypted with the same private key,
the attacker could be able to decrypt all messages exchanged between the Cloud and
the client due to the product of the ciphers equalling the cipher obtained from the
product of the plaintext. This potential flaw can only be utilised due to the bijection
of plaintext to ciphertext which occurs through deterministic encryption. However,
this problem can be overcome by the introduction of random padding, which ensures
a plaintext can have multiple different ciphertexts which, once decrypted all return

the original value, this is called probabilistic. (Coppersmith 1997)

2.1.2 ElGamal

The second algorithm we will look at is ElGamal. Similar to RSA, it also possesses
the multiplicative homomorphic property. The security of ElGamal is said to rest on
the difficulty of taking discrete logs in a finite field. It is believed that while taking
exponents is tractable, that the inverse operation is intractable.(of Mount Union n.d.)
For the proof of correctness and key generation of ElGamal the reader is referred to
appendix 1.
One example where ElGamal can be used is demonstrated in the paper (DULGERLER

& SARISAKAL 2003), where an ElGamal cryptosystem is used to bolster the secu-
rity of an email application. To do this, the text is split into blocks. Characters are
then scanned one at a time and for each character a random k is chosen. This step is

essential to make sure the system is semantically secure and is an advantage ElGamal



has over the textbook’ algorithm of RSA. The values y; and ys(the two parameters
of the ciphertext), must be modulated to the length of the alphabet after encryption.

2.1.3 Exponential ElGamal

A PHE named Exponential ElGamal can be derived by making a slight change to
the ElGamal encryption scheme. Exponential ElGamal is again asymmetric and
probabilistic but differs in its homomorphic property, which is additive homomorphic
as opposed to multiplicative. This alteration is done by encrypting o™ rather than
m, giving us:

c:=(y1,42) == (a",a™ - §") mod p
Proof of correctness for homomorphic addition:

o Let ¢ := (y1,42) := (™, a™ - ™) mod p

o Let ¢y := (ys,y4) := ("2, a2 - §7) mod p

e Compute ¢35 :=c¢; - ¢

o c3:= (Ys5,yp) := (@™ - ", a™ - ™ - " - (7)) mod p
o c3 = (Ys5,yp) 1= (o772, ™M B1F2) mod p

o Let 7 :=r; +1r9 and M :=my +my

e Then ¢35 := (y5,y6) := (a”,a™ - ) mod p

A disadvantage to Exponential ElGamal is that we have to limit the plaintext
available in order to ensure that decryption is tractable. If we leave the plaintext
space with no restrictions, then discrete logarithms would be needed to recover the
original plaintext if the value is considered too large, which by construction is assumed
to be intractable. (Ryan 2008)

2.1.4 Palillier

The penultimate homomorphic scheme we will look at is Paillier. This is another
example there the homomorphic property possessed is additive. Paillier is known
to be a probabilistic encryption scheme due to the randomness implemented in its
encryption algorithm. Which as shown by (Ryan 2008) can be done in the following
steps:

Calculate n := p - ¢ where p and ¢ are two large primes

Calculate A :=lem(p—1,q — 1)

Find a generator geZ;, such that g =1 mod n

Calculate p := L(g*(modn?)) mod n, where we define L(z) := (z — 1)/n



e Pub(n,g) and Priv(\, )

The security of the Paillier encryption system is believed to rest on the intractabil-
ity of factorising large numbers, due to easily being able to calculate the private key
once you have the primes p and ¢q. The encryption and decryption of a message m as
described by (Ryan 2008), is shown below:

c:= g™ -r" mod n?
m = L(c* mod n?) - ;- mod n

Another example of where Paillier has been used comes in the form of electronic
voting systems. As explained in (Damgard & Jurik 2001), there is a scheme imple-
mented by Cramer, Gennaro and Schoenmakers, which in laymans’s terms, is where
voters each broadcast an encryption of their vote, with the required proof that their
vote is valid. All votes provided with a valid proof are then combined to form an
encryption of the result of votes presented. This will be done using the homomorphic
property of Paillier. Finally, a set of trustees who own the private key are able to
decrypt the result and publish the findings. The potential uses are not limited to
voting systems. Due to the durability of Paillier, other applications where it has also
been used in papers include, watermarking, threshold cryptosystems and secret shar-
ing schemes(Paillier 1999). The proof of correctness for the homomorphic feature of

Paillier is as follows:

e ci = g™ -1 mod n?
® ¢y = g™ -1} mod n?
® C3i=cy o= gmMT™2 . (ry - 19)" mod n?

o M :=mq + mo, R =1 -1y resulting in c5 := g™ - R" mod n?

Where c3 is in the standard form of decryption when using Paillier, this results in the

following identities:

e Vmy,mgeZand k e N
D(E(my)E(msy) mod n?) = (my + my) mod n

D(E(my)* mod n? = (k-m) mod n
e D(E(my) - g™ mod n®* = (my + my) mod n

D(E(m1)™ mod n® = (my - mo) mod n = D(E(my)™) mod n?
2.1.5 Fully homomorphic encryption

From (Gentry 2009), I will try to summarise the steps needed to create a FHE follow-

ing Gentry’s research. The method comprises of 3 main steps. Firstly, a "somewhat
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homomorphic scheme” (SHS) is needed. This is a HE scheme which allows both ad-
ditive and multiplicative computations on ciphertexts but, only a limited number of
times. It is necessary that we make this SHS "bootstrappable’, which involves making
the depth of decryption less than what the scheme can actually handle (Chapter 8
and 10 of (Gentry 2009) for details on how this is done). The second step involves
designing an initial construction using ideal lattices. Through the use of ring oper-
ations, practically an unlimited number of additions are allowed. Additionally, this
method is homomorphic for circuits whose multiplicative depth is greater. The final
step of this complex procedure is to try and ’squash’ the decryption circuit in a way
that would allow bootstrapping. This procedure would be too complex to successfully
apply within the parameters of which, I have assessed are appropriate to deliver the
desired outcome of this project. It is however, recognised that Gentry’s method could
also be applied to possibly achieve even greater results.

In the U.K. patient health records are held by the NHS, which can be accessed
in various places such as your GP, any hospital you have received treatment, your
dental practice e.t.c. There are strict laws in place to ensure confidentiality of our
personal data, namely the Data Protection Act(1998), one of these requirements is
that the data held must be kept secure. Currently, the NHS adopts a scheme called
”Encryption Good Practice Guide (GPG)” to determine how encrypted data should
be evaluated, for the protection of data on a number of mediums such as laptops,
removable media and emails. Encryption is used to ensure the NHS has confidence
that data in transit and at rest is protected.(NHS 2017)

From collating my findings I believe Paillier is the most appropriate HE scheme
available for my application. I have come to this conclusion because of the need for
homomorphic addition throughout my system, thus eliminating ElGamal and RSA,
despite their individual advantages over Paillier in other possible solutions. Both
Paillier and Exponential ElGamal have the advantage of being probabilistic cryp-
tosystems. As mentioned earlier one of the benefits of using Paillier over Exponential
ElGamal is that the plaintext space will not need to be limited. This is another reason
on why I feel Paillier is more applicable than exponential ElGamal in this scenario,
as it means we need not restrict inputs. I believe as a HE scheme Paillier ticks all

boxes of what is required for my system.



2.2 Analysis and Specification

When researching the problem established previously, there are a number of important
solutions which are needed to ensure the system is successful in terms of providing an
acceptable overall solution to the problem. In times when public funding is already
restricted, the ever increasing costs to the NHS of new more expensive drugs, an
ageing population and increased patient expectations, is a particular challenge to
meet.

The policy in Wales has been to protect and increase the NHS budget even though
it already receives significantly more funding then all other policy areas. The most
efficient use of funding is therefore an imperative so, the political commitment to
provide 100% free prescriptions in Wales is under constant consideration by the Welsh
Government. The dilemma is then, if the funding were to be saved by charging for
prescriptions, should the funding released be used to meet other NHS costs or should
it be used in other policy areas such as social services, the economy or the environment
etc. Such decisions must be made for the benefit of the nation and should only be
made if there is such evidence available that demonstrates that either the previous
policy was ineffective or can be achieved by other means. Whichever the case, data
needs to be available to provide that evidence.

There is high level data collected and published by StatsWales but the level of
detail needed to provide sufficient evidence is compromised due to restrictions to
ensure patient confidentiality and lack of an analysis system that can collect more
in-depth data within the security restrictions imposed. Through the implementation
of homomorphic analysis it should be possible to offer a greater insight into this
ongoing saga, providing useful results to finalising the correct decision on this policy
and spend more time addressing other issues which affect the nation. The improved
analysis capability would provide numerous additional benefits to justify evidence for
policy decisions such as learning more about the general health of the nation with
more substantive evidence then the current self diagnosis that is used in completion
of health surveys.

There are also numerous opportunities of sharing and learning from good practice
for example, if there is a spike in frequency of a specific disease in the population
of the nation, it would be in everyone’s interest if this could be detected (through
regular analysis of medication given, duration, quantity, geographic location etc).
Following the detection of a spike in occurrence of a disease a few paths could be

taken. Firstly, health experts may delve deeper into why there is this increase and



try to raise awareness over how lifestyle changes can be used to help reduce the
chance of being effected. Secondly, there may need to be an increase in research into
the disease, looking for better treatment methods. Depending on the severity of the
disease, charities may be granted funding to further their research, supporting NHS
research and jointly delivering better treatments.

A smaller example of how this analysis system could be applied is as a tool to
provide evidence of effectiveness to the NHS Wales adopted policy. Where they pro-
vide health expert advice via prescription, on their Book Prescription Wales scheme
where, expert advice has been collated on which are the best and most effective,
of the plethora of self help books for mild to moderate mental health conditions.
They then make those best books available for free access via the library service
across Wales. If there is evidence that the scheme is both effective and value for
money then that helps decisions to continue and progress the scheme further. Wales
is already considered a world leader in this field but such policies must continually

be evaluated, which can only be done if the prescription data is collated and analysed.

Mental health issues effect 1 in 4
of us at some time in our lives
and the cost to the NHS and

Mental health

problems
11.2%

Circulation problems

the economy is huge (Govern-
ment 2017). Targeting improve-
ments to how we identify and
treat such conditions, in any way,
is therefore of significant impor-
tance to Wales, the UK and the

T4%
Otherprogramme
budget categories

37.5%
Trauma &

injuries
(inc burns)
1.2%

Total
of £6.1
billion

Cancers &
tumours

7.1%

Res piratory

problems
B.6%

world. Better data analysis will

Genito
Urinary

system Musculo
disorders skeletal

(excinfertility) ~ System
5.2% prablems

(exc Trauma)

health conditions, shifting the fo- so%

General medical
services
Gastro 6.0%
intestinal
problems
5.9%

help raise awareness of mental
health along with other major

Source | Welsh Govemment

cus to prevention and promoting Figure 2.1: NHS expenditure
further research into medication
for some of these issues.

Information collected in a medical check such as family histories, allergies, current
medication and past surgeries can help a doctor make a more accurate diagnosis or
perform the necessary tests to diagnose diseases linked with the patients symptoms

and medical history. This can be the case when a patient is not always aware of
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some information. This may arise for example if the patient has lost contact with
a side of their family or is not aware they are adopted, where in this scenario they
will have a different family history to their guardians. Another potential case is if a
patient is unconscious in a hospital, in this case they are not able to offer any medical
history. To provide an effective solution to these problems, this information can be
stored in their medical record, eliminating the two example issues, which can arise
when a patient is unconscious or does not know their medical history but, health
professionals can access it without breaking any confidentiality laws.

Another potential benefit of improving prescription data analysis could be taking
the information gathered and applying it to improving other processes within the
healthcare system. For example, the amount of time a GP can spend with each
patient is constantly under increasing pressure across both Wales and the United
Kingdom. GPs therefore need to use their time as efficiently as possible. If there
are improved electronic processes in place to diagnose, determine most efficient and
effective medication and dosage for the GP to prescribe there would be increased
potential for not only increased quantity of patients that GPs can see but also there
could be an increase of GP time available to spend on improving the quality of
patient care. This in turn means that the GP can spend more time providing more
personalised time with the patient and potentially assessing whether there are any
other underlying issues that are causing the health problem. The goal could therefore
be to create a process whereby the system, using historic analysed data,can create
prescriptions for the patient in a simple manner, filling out the patients details and

medication automatically for consideration and completion by the GP.

2.2.1 System requirements

2.2.1.1 Functional requirements

1. Login form

(a) Desired language can be changed.

(b) Providing a valid login the system should navigate the user to the correct

main menu dependant on their privileges.
2. Forgotten password form

(a) Answering the security question correctly for the selected user and provid-

ing two matching password, the password will be changed.

11



. New organisation form

(a) Providing all fields are filled correctly, application will be sent to the NHS

for inspection.
. Patient’s medical record

(a) Submission of matching patient ID and name. Patient’s decrypted medical

record is presented to the doctor.
(b) Modifications to patient’s record can be updated.

(c) If any drugs are prescribed the filter table will need to be updated.
. BPW form

(a) An available book may be prescribed to the patient.

(b) A new rating, for a book may be submitted. The new average is now

recalculated.
. Prescription form

(a) Submission of a patient’s ID will generate a partially filled out prescription

form.

(b) Prescription can be printed.
. Inbox(Doctor)

(a) Message can be decrypted and returned to the sender.

(b) Message can be deleted.

. Inbox(NHS)

(a) Application can be accepted, storing their login details in employees table.

(b) Application can be declined, removing the record from the system.
. Inbox(Analyst)

(a) Result can be opened in full. If result is of a graph, generate and display

graphs in separate windows.

(b) Result can deleted.

12



10. Total drug cost form

(
(

a) Drug information can be retrieved from database.

b) User can select the amount of filters applied.

(
(d

)
)
c) Filters can be applied, gender and smoking habits.
) Cost per unit can be modified(give insight into future costs).
)

(e) Total cost for the drug and filters selected, at the price set is calculated,

homomorphically.
11. BPW analysis form

(a) A range of statistical operations can be chosen.

(b) Choice over what the user would like to analyse, average rating or the

number of ratings.
(c) Select the number of books the user wishes to analyse.

(d) The result is computed homomorphically.

2.2.1.2 Non-functional requirements

Reliability

The data stored within the database must be encrypted and stored correctly, failure
to this could lead to the loss of data integrity. The method for encrypting data will
be tested vigorously, giving confidence that this will not be possible.

Usability
The system should be designed in such a way that its use is self explanatory. The
system should be simple to use, ensuring users have no difficulty with navigating

through the system or making full use of all of the functions available.

Performance

The speed at which the system can operate is of high importance. An efficiently
running system can assist with health checks of patients, providing faster and more
accurate diagnoses. This can lead to both an overall improved healthcare and reduced

waiting times for patients.

13



Security

The vast majority of data stored in the database is patient’s medical records. Obvi-
ously, it is paramount that this is both stored and handled securely. To be certain
that the data stored is secure, all patient data is encrypted using a probabilistic cryp-

tosystem.
Portability

The software will be developed to work on all operating systems, providing they have

an up to date Java Runtime Environment(JRE) and Java Development Kit(JDK).

14



2.3 Design

The design of my solution is centred around two key aspects, the database and the
system itself. The database comprises of seven tables (Applications, BPW, Drugs,
Employees, Filters, Messages, Patients). Each of which are explained where and when
they are applied, a sample of each structure is shown with an example record(shown

as plaintext).

2.3.1 Database
Applications

The applications table is used to store any pending requests from organisations
who wish to analyse the encrypted data. These will be pending until an employee
of the NHS confirms the organisations intentions and providing sufficient reasoning
to allow them access. An example of this situation could be where the British Heart
Foundation are looking for correlations in data between effectiveness of different treat-
ments of heart diseases. From this, further development can be made to create even

more effective drugs.

First_name | Surname | Childhood_bestfriend | Mothers_maiden_name | Place_of birth | Contact_number | Password

Company ‘ Username

British Heart foundation | BFS2018  John Smith Thomas Smith Birmingham 01215966845 Password1

Figure 2.2: Structure of applications table

BPW

This table holds the data regarding the NHS Book Prescription Wales scheme,
in addition to storing the data of each book, the table additionally keeps a record
of its average rating and number of times the book has been prescribed. The data
which populates this table is taken from (NHS 2012). The table would be utilised
in the circumstance where homomorphic analysis on the effectiveness of the scheme
is questioned and when a patient is to be prescribed a book for support of a mental

health issue.

Book_id | Book_title Problem | Author Year | Publisher ISBN Rating | Number_of ratings

1 Overcoming Anger and Irritability | Anger | Davies, William | 2009 | Oxford Press | 1255788492 425 123

Figure 2.3: Structure of BPW table
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Drugs

The Drugs table contains information on the medication the NHS provides for
the public, hence being vital in the political decision over the continuation of free
prescriptions in Wales. Overall cost of individual drugs will be able to be calculated
through the manipulation of data stored in this table. This can then be compared
to the cost had patients purchased the drugs themselves, from a pharmacy or su-
permarket(commonly used ’over the counter’ medications such as painkillers, cough
medicine etc). Further analysis could be made into the effectiveness of drugs against

different diseases if multiple drugs can be used as treatment for the same illness.

Drug_id | Drug_name |Drug_cost | Disease_treated

1 Hydrocodone  1.73 Mild to severe pain
Figure 2.4: Structure of drugs table

Employees

The data contained within this table is multi-purposeful, it is used to keep track
of what users should have access to the system i.e a registered doctor or an approved
organisation. Depending on the privileges the user has should determine where they
are 'placed’ within the system whether it be on the doctors side or the side for

homomorphic analysis.

Username | First_name | Surname | Company | Admin | Place_of_birth | Mothers_maiden_name | Childhood_bestfriend | Password

arj590 Adam Jones GP 1 Cardiff Jones Cea-Jay Password123

Figure 2.5: Structure of employee table

Filters
This table is created to keep a tally of the number of times a drug is prescribed to
different filter groups. This is linked closely with the drugs table as when combined,

can provide analysis of correlations between specific filters and medication taken.
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Filter Hydrocodone

Male, Smoker 126
Male, Non-Smoker 109
Female, Smoker 145

Female, Non-Smoker : 77

Figure 2.6: Structure of filters table

Messages

Once a ciphertext has been obtained, following the application of homomorphic
operations on the encrypted data, the result needs to be decrypted by the owner of the
private key, in this case the GP/hospital. The messages table stores the 'message’
consisting of a ciphertext and the context in which it was generated. When the
GP /hospital confirm the intentions are fair then the decrypted result will be returned

to the initial party.

Message From | To

The total cost of the drug Generic_Zocor 1s (ciphertext) applied filters. . GP  NHS

Figure 2.7: Structure of messages table

Patient

Arguably the most important table in the database, is that used to hold the pa-
tients data. For the purpose of this project it was filled with false data for 1,000
patients using random numbers to determine the information selected for each field
of each patient. The patients data is needed to be accessed by doctors in their day to
day job when a patient comes to the GP or hospital. The patients table needs to be
both updated to ensure data available is up to date and accurate but also accessible

to be analysed.

Patient_1d | Furst Middle Surname | Date of Address City Postcode | Smoker | Current Allergies | Family Past Gender
name name Burth medication history Surgeries
1 John Edward Smith 01/01/2000 : 123 coronation : Cardiff : CF64 No Nia Dust Heart N/a Male
road 4HH disease

Figure 2.8: Structure of patients table
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2.3.2 System

The system is split into two main functionalities, for use by doctors and use by
health experts for analysis. Each side of the system has unique functions for each of

the forms accessible to the user. The navigational options through the system can be

seen below.

New Forgotten
organisation password

Home Home

menu menu

[ {doctors) ] [ {analyst ) |
Pending
Patient . Total drug "
Inbox information BPW Prescription Inbox costs BPW aEE[I::I I_clzgl;l!s

Figure 2.9: Navigational flow of system developed

Digging deeper into the system we can see the role each component plays in the
system. Due to the limited purpose of both menu pages other than for navigation

through the system, they are omitted from the structure breakdown.

Login

Welcoming page to the system. From here the user has 4 options, retrieve a for-
gotten password by answering security questions linked to their account, registration
page for new organisations, log in as a doctor or an organisation and change the

language of the system.

The login form is the first page which the

user will see upon loading the software. | ) ,_;,gin Form =
Its design initialises the colour scheme,

text font, and a general layout idea. As @ |f1r0809 |

this system was designed for primary use | |
within the health sector in Wales, there is _ :

a language option for translating the sys- [@ Eorgot Password? Login

tem from English(default) to Welsh. This | e Hew erganisation?

is to ensure that the system is compliant ) )
Figure 2.10: Layout of login form
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with the Welsh Language Act. As the
most common function on this form will
be to log in, the log in button is a clear option, with the links to the registration and
password recovery pages designed as just a label so as not to take away focus from
the main function. To log in the user simply enters an existing username followed by

the matching password.

Forgotten password

This form is needed for the recovery of a password. For obvious security reasons,
before this can be done the user must select one of three security questions and pro-
vide a matching answer to that given upon registration. If all fields are filled correctly

then the users password will be changed.

Forgotten Password x

Username H

Security question ‘Placeﬁofﬁbirth

Answer ‘ |

New password ‘ |

Confirm password ‘ |

Figure 2.11: layout of forgotten password form

New organisation

Register for approval x

Username Company

Name Surname

the form regarding the users potential ac- | meeeotmen 1 womersmaidengame
. Childhood bestfriend Contact number

count. The NHS, which acts as a body . .. T s

of trust between both parties, will estab-

To apply for access to the encrypted

database an organisation must first fill in

lish contact with the organisation apply- Figure 2.12: Layout of new organisation

ing, after performing a gentle interroga- ¢ ..

tion into the intentions of the organisa-

tion(reasons they wish to analyse data). They will then make a decision over the
validity of their needs. If they believe this to be sufficient, the account will be ap-
proved and added to the "Employees’ table and so can be used to log in to the system.
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Prescriptions

rrrrrrrrrrrrr

Date: 2018-04-05

Signature:

— —

Figure 2.13: Layout of
prescription form

After a patient has been seen by a doctor, a pre-
scription for a specific drug may need to be issued.
In this scenario a doctor simply has to enter the de-
sired patient ID number(equivalent to an EHIC num-
The only details

omitting from this is the doctors signature and the

ber) to issue a pre-made form.

such as amount and the
As described above,
this could potentially be developed further to gen-

actual prescription details,

frequency it should be taken.

erate information automatically for the GP to con-

sider.

Patient information

In order to ensure a more efficient and
detailed medical history of a patient when
they see a doctor, this form is designed to
load up the relevant information regard-
ing a patients health, providing they give
a matching patient ID with name. Both
credentials are needed to ensure only the
correct patients information is decrypted
to ensure patient privacy. The doctor is
able to edit and update the information

stored regarding the patient, for example,

Home

Name: Middle Name: Surname:

Address: ‘280 Stanwell Road, Barry, BA280LU

Smoker? No DoB:

Heart transplant

Hydrocodone

Past Surgeries: Medication:

Family History: Parkinson's Allergies: Dust

| Reset | | update record

Figure 2.14: Layout of patient informa-
tion form

if they need to start taking new medication or previous treatment is stopped. Once

an update is made to the system, the necessary amendments are made to the filter

table in a homomorphic manner by adding to the count.

BPW

This form is largely reliant upon the homomorphic operations available through

Paillier. Through the manipulation of Pailliers formulas, solutions for the following

statistical analysis functions can be derived, mean, median, mode, range, upper and

lower quartile. These functions have been implemented into this form in
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Book Presciprion Wales

List of books

Overcoming Anger and Irritability

Calculate |[Mean for the |Ratings Anorexia Nervosa: A Survival Guide
o ing Anorexia Nervosa

Overcoming Anxiety

Overcoming Anxiety, Stress and Panic
Woman in Your Own Right

Living With Bereavement

Book ID:

Overcoming Binge Eating

Getting Better Bit(e) By Bit(e)

order to establish graphical representations

of the average ratings given to a book pre-

scribed or to see the uptake of books pre-

Stop Worrying About Your Health
Chronic Fatigue (The Facts)

How to Manage Chronic Fatigue

A Guide to Living with Dementia
Alzheimer's and other Dementias
Caring for the Person with Dementia
Overcoming Depression and Low Mood
Mind Over Mood

Overcoming Mood Swings

Panic Attacks

Overcoming Traumatic Stress

Breaking Free: Survivors of Sexual Abuse

Publisher:
Author:
Issue:

Rating:

[ o] [ e ]

scribed. The user is prompted to select the
number of books they wish to analyse. They
also need to choose which function they wish
to apply be it mean, median mode, range or

graph(showing a graph of all operations). In

addition to whether they wish to look at the

Figure 2.15: Layout of BPW analy-
sis form

average rating for each book or at the number

of ratings(approximately number prescribed).

Inbox

Shown on this form is the table of
‘messages’ containing ciphertexts follow-
ing a users analysis of the encrypted data.
If within the hospitals inbox then the
message will be decrypted using the pri-
vate key of which they have access to and
the result will then be sent in a message
back to the sender. To clarify the con-
text this value had, there is a description

attached to the message of how it was cal-

Analysis x

From
MNHS
NHS
MHS
MNHS
NHS
MHS
MNHS
NHS

Make Decision

Message

The mean rating given is # # for the following bo...
The range for the ratings given is # # for the foll...
The median number of ratings is # # for the follo...
The mean rating given is # # for the following bo...
The range for the ratings given is # # for the foll...
The graph for the ratings given is for the followin...
The median number of ratings is # = for the follo...
The range for the number of ratings is # # for th...

Figure 2.16: Layout of doctors inbox

culated. If however in the inbox of a user of the system outside of the hospital then

the inbox will show a list of their decrypted findings. In order to ensure the form

remains of suitable proportion in relation to the rest of the system, messages are

condensed while in the inbox view. A message can be read in full, in a separate page

by opening the message.

Results x

Message From
Rating Median:4.36636: Mean: 4. 26994, Range:0.9... |GP
Number Median:103:Mean:139:Range:204:Mode:... |GP
Rating Median:3.69120:Mean: 3. 76768 Range:0.4... |GP
The mode rating given is 4.00981 for the followin... |GP

| Back | | Cpen message | | Delete |

Figure 2.17: Layout of health expert inbox
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An exception to this occurs when the
result is a graph, as explained in the BPW
form. In this scenario two graphs are gen-
erated, one showing the statistical oper-
ations, the other displaying the average
rating/ number of ratings for each book,
which is determined from the users pre-

vious choice.



Total drug cost

This form heavily relies on the use of

Total drug costs

Drug Cost per unit £ ‘ Hydrocodone

homomorphic computations and is used

to find the total cost of a certain drug. | ... Generie Zotor
Lisinopril
Upon loading the form, a list of available | ::“t% Egyfhd

Azithromycin
Hydrochlorothiazids
Steroids

drugs is shown, generating the list from Osmoker

Answer:

drugs currently being prescribed to pa-
tients. The user should select the desired

drug and retrieve the relevant drug data,

Figure 2.18: Layout of total drug cost

form
extracted from the database. Having se-

lected the number of filters desired, the user will then choose which combination of
filters they wish to apply for their computation. The system will take the appropriate
ciphertext for each filter selected in the database and perform homomorphic addition
to get the sum of the values chosen. After the total number of prescriptions for the
chosen filters has been calculated, the drug cost entered is then rounded to the nearest
integer (as seen earlier multiplication only works in Paillier through the use of integers
in plaintext form). Using the appropriate formula shown ion page 7, the total cost of
the chosen drug for the selected filters is displayed as a ciphertext and ready to be sent

to someone with access to the private key, who can return the correct decrypted result.

Pending applications

Following the submission of an ap-
Applications x  plication to analyse the nations medical

Company [Name contact umber | data, the NHS will need to view the ap-

Heath hospital research Llohn smith |02920611788 |

plication and follow up on whether they

should be granted access to the database.

Figure 2.19: Layout of application inbox All pending applications are placed in a

table showing only the necessary informa-
tion i.e. contact number, name and organisation. It is intended the NHS contact the
enquiring organisation and follow up with any necessary questions or security checks.
Following this, the application will either be accepted and added to the list of accepted

logins or declined which will simply remove the application form.
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2.3.3 Decisions

When designing the system, a number of executive decisions had to be made. One
of these decisions came with the major issue for the storing of encrypted data, which
was time consuming to overcome. This was initially caused when the cryptolibrary
in use was being used on data types other than integers, for example, on a double.
This meant it was not possible to encrypt the data as simply as usual. To get over
this, the double was taken as a string. Once in string form, it is encoded, leaving the
string in the form of a byte array. It was then possible to encrypt the byte array.

Having overcome this problem, it was now just needed to be stored in the database
without losing the integrity of the data. Looking at this in more depth and in par-
ticular how others in the past had dealt with this problem. A solution that cropped
up a number of times pointed towards storing the byte array in a Binary Large Ob-
ject(BLOB) format within the database, which retains the integrity of binary arrays,
although the most common need for this was through the storage of multimedia ob-
jects. Through reading all the responses, it was indicated it could be applied to this
particular issue. After implementing all the steps to make this necessary, it became
apparent that SQLite (being used to access and manipulate the database) can not
handle this particular data form.

Upon further research being completed, a solution was found where, given the
encrypted byte array and using Java’s Base64 library, it was made possible to trans-
form a byte array into a long string (which can be easily stored in the database).
The original byte array can easily be retrieved, decrypted and decoded to return the
original string which in this case was in decimal form.

Another key decision came with the analysis of the volume of drugs prescribed
to patients who fall under different categories such as gender and smoking habits.
The initial idea was to decrypt the necessary fields of each patient, checking first if
they were currently taking the medication under analysis. Providing they were, the
applied filters would then be decrypted and if a match was found then increment a
counter. However, it was soon discovered this would take too long to decipher for
a large database. The decision was made to run through the system for each filter
and each drug currently being prescribed and then store the encrypted count for each
result in a filters table. This would take time to establish, but once put in place it is
easy to manage by homomorphically incrementing the count by one, once a patients
record is updated given that their current medication shows they are being prescribed
a drug. Now, when a total drug cost is needed the correct fields are found for the

each filter applied, homomorphically summated to obtain a ciphertext for the total
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number of prescriptions. The final step is to multiply the total count by the cost per
unit (raising the ciphertext to the power of the integer value of the cost). Decrypting
the resulting ciphertext will reveal the total cost of the drug selected for the applied
filters.

The final design decision we will review is that used to reduce waiting time when
decrypting medical records. Initially, when the system would begin to decrypt a
record, following the submission of a patients name and ID. The form would appear
to freeze to the user while the necessary computations took place, this gave a negative
view of the system while it is unresponsive to user input. To counter this threads
were implemented, which allow multiple functions to be performed simultaneously.
Applying two threads to this case, one for decrypting the record and one for displaying
a loading screen, which when full the patient form will be displayed. This feature

gives comfort to the user that the system is still functioning fully.
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2.4 Implementing and testing

To ensure that the system was behaving in the correct way and was returning the
expected results I decided to use JUnit testing. This allowed test cases to be written
to certify that the majority of the system was flawless with regards to its behaviour
under different circumstances. This mainly comprised of two things, providing the
system with what we would consider to be realistic inputs and also observing how
the system handles data which would not be expected. We can assume the system
is both correct and robust in the way that it operates, if it gives both the expected
output for realistic input but also if it handles any 'bad’ input in a secure manner
and does not cause the system to malfunction.

It is important that as much coverage is achieved as possible, through the test
cases, due to the need of patient privacy being delicately handled. It is essential that
the use of homomorphic encryption and operations are semantically correct. If the
wrong numbers are returned then incorrect analysis will be made, which could have
catastrophic repercussions for the healthcare of the nation. Through the simulation
of both good and bad inputs, buttons pressed and selection of items from tables,
a maximum coverage of 75.2% was achieved. There is a very minor fluctuation of
coverage which occurs depending on whether the first message in the inbox is a
graph(higher coverage) or of a different form (returns a coverage of roughly 73%).
Some functions which are contained in the cryptolibrary implemented in the system
are not used in the system and thus are not tested which further reduces the coverage.

Despite this, a large proportion of the system is tested (All the code for tests
carried out can be located in the LoginTest.java and TotalDrugCostTest.java classes.)
and returns a very high coverage rate for being semantically correct, which is what was
needed. In particular, all homomorphic functions are tested vigorously with a near
100% coverage (some catch statements are not reached) for behaving in the correct
manner. This gives undoubted reassurance that any analysis obtained by health
experts on the nations medical data is correct and can be used to makes strides in

development of further research.
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To avoid repetition we will grase

public void MHSBPWIest() {

just look at the test for calcu- NRSSEW b = new NnsBEW () ;

lating the mode rating Of the assertEqaals[t:'_;-‘:,b.valic_ilnpat("%"1];
assertEquals (fal=ze,b.validInputc ("-2"))

37"d 4th and 5th books in the assertEquals(false,b.validInput ("24"));
assertEquals (false,b.validInput ("String™) )

list provided. The system se- NhsBPW b2 = new NhsBPW();

” ” b2 .oper.setSelectedItem("Mode™)
lects ”Mode” from the combo b2.rating.setText ("3")
. b2.lock.doClick {200} ;
bOX7 1eaV1ng the source Of anal— b2.jlist.setSelectedIndex (3);
. b2 .bookbtn.doClick (200) ;

ysis COHlbO bOX to the default b2.jlist.setSelectedIndex (3);

"Rating”. The system then sim- b2.bookbtn.doClick(200) 7
b2.jlist.setSelectedIndex (3);

ulates a mouse click on the lock b2.bookbtn.doClick (200) ;
kb2 .prescribe.doClick (200} ;

button, selecting the 3¢ option

in the list, followed by simulating Figure 2.20: Example simulation test for analysis
a click on the ”Get book details” of BPW

button. After repeating the pre-

vious step 3 times, the ”Get results” button is clicked. The result is then sent to be
decrypted by the private key.

Additionally, it is needed to test the possible inputs of a user and ensure they are
handled correctly. To calculate any of the statistical functions available the system re-
quires a number x, such that 2 <= x <= 21 of books to be analysed. Currently there
are 21 books being used so this is the limit. To ensure the system only accepts values
in this range it is tested for a string, negative number and a number within the range.
The way in which the system handles these cases is by checking if the input string is
an integer, if it is not then the error will be caught and a messagebox will be produced
instructing the user an integer between 2 and 21 is needed. A similar methodological
approach is used throughout the system when accepting input from the user, this can
be further seen when a doctor gives a rating of a BPW prescribed book on behalf of

a patient. As standard proce-

@Test dure, ratings range from zero
public void BPWIest() {
BPW b = new BEW(); (bad) to five (great). To ensure
assertEquals (true,b.validInput ("4")); .
assertEquals (true,b.validInput ("5") ) ; the mean l"atlng Of a bOOk al‘
assertEquals (true, b.validInput ("0™) ) ; . . . .
assertEquals (falze,b.validInput ("6™) ) ; Ways fau Wlthln thlS range (lnClU.—
assertEquals (false,b.validInput ("String™) )

assertEquals (false,b.validInput ("-2") ), SlvelY) the SyStem must not per-

mit a rating to fall outside of the

Figure 2.21: Test for submission of a rating boundaries set.

26



@Test
public void GPITest() {
Login.comp = "GP";
GpInbox gp = new GpInbox();
gp.selected = true;
assertbquals{true, gp.match("The mode for the num", "The mode for the num"));
assertbquals{false, gp.match("", "String"));
int[] ints = {5,7,6};
int[] sorted = {7,6,5};
double[] ds = {5,7,6};
double[] sortedd = {7,6,5};
assertArrayEquals(sorted, gp.BubbleSert(ints));
assertTrue(Arrays.equals(sortedd, gp.BubbleSortd(ds)));

String[] a = {"AGuHbjustmP1pmDB9tfaBOR56XInIgNoWAqTOdvC11f/cva5e2jTax7hE2boMI1viqtxibmLj/gsbl/MU/LzrzQiHOVVTKYC]iaTI4C
String[] aa = {"AGuHbjustmP1pmDB9tfaBOR56XINIgNoWAqTOdvCIIf/cv95e2jTaX7hE2boMI1ViqtxibmLj/gsbl/MU/LzrzQiHOVVZKYCjioTI4
String[] aaa = {"AGuHbjustmPlpmDB9tfaBORS6XINIgNoWAqTOdvCIIf/cv95e2]jTax7hE2boMI1V1gtxibmL]/gsbl/MU/LzrzQiHOVVTkYCjioT]
assertEquals(new BigDecimal("2.00608"), gp.meand(z));

assertEquals({new BigDecimal("2.80008"), gp.mediand(a));

assertEquals(new BigDecimal("2.80008"), gp.mediand(aa));

assertEquals(new BigDecimal("2.00608"), gp.meded(z));

assertArrayEquals{a, gp.splitud(a));

assertArrayEquals{a, gp.splitud(aa));

assertArrayEquals{a, gp.splitld(a));

assertArrayEquals(a, gp.splitld(aa));

assertEquals(new BigDecimal(“2.eeeee"), gp.lgd(a));

assertEquals(new BigDecimal(“2.ee0e8"), gp.ugd(a));

assertbquals(new BigDecimal("2.00008"), gp.uqd(aaa));

assertEquals(new BigDecimal("e.eeeee"), gp.ranged(a));

byte[] RAW=new byte[1l00];

RAND rng=new RAND();

rng.clean();

rng.seed(100,RAW) ;

Figure 2.22: Test of statistical operations

In figure 2.22 the tests for mean, median, mode, upper quartile, lower quartile
and range can be seen. To test this a group of plaintext integers are encrypted in the
exact way we would if it is to be stored in the database. By hand the result which
should be returned is calculated (to 5 decimal places). Using the built in function
"assertEquals”, the test will only show as successful if the two parameters are equal.
In this case, the parameters are the value calculated by hand (on the plaintext) and

the result of the function in question which is passed the array of ciphertexts.

@Test

public void homomorphicTest(){
Login 1 = new Login();
int five = 16;
int seven = 43;
String expectedans = "59";
FF enc = new FF(8);
enc.set(8);
enc = Palliers.encrypt(l.pub, five, enc);
System.out.println(enc.toString());
FF enc2 = new FF(8);
enc2.set(e);
enc2 = Palliers.encrypt(l.pub, seven, enc2);
System.out.println(enc2.toString());
FF ans = new FF(16);
ans.set(0);
ans.add(FF.mul (enc2, enc));
FF n2 = new FF(16);
n2.set(0);
n2.add4(1.pub.n2);
ans.mod(n2) ;
assertFquals(new BigInteger(expectedans), Palliers.decryptFromString(l.priv, ans.toString()});
System.out.println{ans.toString(});

Figure 2.23: Test of homomorphic addition

Figure 2.23 shows the test for the multiplication of two ciphertexts. The result is
decrpyted using the private key. The decrypted result is then checked for equality

to the addition of the plaintexts. Providing the two results match then it can be
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concluded the algorithm for homomorphic addition is correct.

Throughout the project numerous algorithms were implemented in order to reach
the end solution. We will look at some of the fundamental algorithms in both how
they were programmed into the system and what some of the key steps to ensure
they worked as they were intended. The class FF will be mentioned several times.
This is abbreviated meaning finite field size in bits and must be of the size 256.
(mcarrickscott 2018). Firstly, we will look at the steps needed to generate a valid
public key. Without a working public key messages would not be encrypted in a
secure way which is likely to result in the loss of data.

As seen previously, to generate such a

int n=PUB.n.getlen()/2;
FF pl=new FF(mn):
for (;:) // loop indefinitely until breaks
{
assured that ged(pq, (p—1)(¢—1)) = 1. The FUS-p.xandom(xng) ;
? : while (PUB.p.lastbits(2)!=3){
PUB.p.inc(l):

public key, we firstly need to find two large

primes of which, if of equal length we can be

first step in this process is to generate a ran-

while (!FF.prime (PUB.p,rng)){

dom large number, confirm the last digit is a PUB.p. inc(4) 1

3 and finally, until the value is prime contin- ;'mak;
uously add 4. This method for finding large
primes was inspired by the work in (mcar- Fignre 2.24: Generation of a large
rickscott 2018), assign this prime value to p, prime
and repeat to calculate a prime q.

The first value of the public key, n can now be calculated by multiplying p and q.
The final step is to calculate a generator g, it is known that given two large primes a

and b the generator will be valid given g = (a™ + 1) * b" mod n?.

Having generated a secure public key (n,g), in-

//generate g tegers can now be encrypted successfully, how-
FF n2 = new FF(FF.FFLEN);

n2 = FF.mul (PUB.n, PUB.n) ;| ever without a way of retrieving the original
FF atemp = new FF(FF.FFLEN) ;

atemp.set (0} ; value the system would be flawed, hence the

atemp . add4d (PUB.a) »

atemp.mul (PUB.n) ; need to generate a private key which oper-

atemp.inc (1) ; 1 i i
T mmen e  er (FE.FELEN) ; ates as the mathematical inverse of the public
btemp.set (0) ; key.

btemp.add4d (PUB.E) ;

FF ntemp = new FF (FF.FFLEN) ;
ntemp.set (0) 2

ntemp .add2 (PUB.n)
btenp .pow (ntemp, n2)
atemp.mod=sgr (btemp, n2) ;
PUB.g = atemp,

Figure 2.25: Generation of a valid
generator g
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PRIV.p.dec(1);

PRIV.g.dec(1);

FF lambda = new FF(2);

lambda = FF.mul (FRIV.p, FRIV.q);

BigInteger gcd = new BigInteger(FF.gcd(PRIV.p, PRIV.q).toString(),16);
BigInteger biglambdz = new BigInteger(lambdz.toString(),b16);

biglambda = biglambda.divide(gcd);

Figure 2.26: Calculating A

The first half of the key A is calculated as the

lem(p—1,¢—1) which can be calculated using the formula ((p—1)*(¢—1))/(ged(p—

1,¢q—1)) . An incredibly efficient method used for calculating the ged is the Euclidean

algorithm. To calculate the ged of two integers x and y in this way. It is first needed

to check if y is equal to zero, if so, then return x as ged otherwise, call the method

again with parameters now (y, x%y).

Secondly, the value of p needs to
be calculated . Creating two new FF
variables of length 4 namely ”14” and
"u” and assigning 14 the value of A,
u the value of g, taken from the pub-
lic key. By performing u'* mod n?
(seen as "u.pow(14,n2)”) and subtract-
ing one(assigning this value to the vari-
able u). The remaining step is to di-
vide by n to get the value of L(x) when
x = u'* mod n?. As the cryptolibrary
in use has no function defined for the
division of FF by another FF object, it

is necessary to take u as a string, defin-

FF 14 = new FF(4):
l4.=setc(0);

14.add2 (lamkda) ;
FF u = new FF(4):
w.zetc(0):

u.add (PUB.g) ;
u.pow(ld, n2);

u.dec(l);

String 5 = "";

5 = u.toString()

BigInteger b = new Biglnteger(s,l&);
String s2 = PUB.n.toString ()
BigInteger b2 = new BigInteger(s2,1l&):

b = b.divide (b2);

b = b.modInverse (b2):

BigInteger mu = new BigInteger ("O"):
ma = m.add (k)

Figure 2.27: Calculating p

ing a new Biglnteger variable. As u was in the format of hexadecimal and Biglnteger

only accepts integer values, it is needed to convert the hexadecimal value to an integer

value using the parameters ”(s,16)”, following the same procedure for converting the

value of n into a Biglnteger.
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int n = c.getlen(};

FF gmodn2 = new FF(n/2);
gmodn2.set(@);
gmodn2.add(PUB.qg);
gmodn2.power{m, PUB.n2);
FF tempn = new FF(n/2);
tempn.set(8);
tempn.add2(PUB.n);

FF rmodn2 = new FF{n/2);
Random ran = new Randomi);

int random = ran.nextInt(5008) +508;

rmodn2.set{random) ;
rmodn2.pow(tempn, PUB.nZ2);
gmodn2 = FF.mul{gmodn2, rmodn2);
FF tempn2 = new FF(n);
tempn2.set(0);
tempnz.add2(PUB.n2);

gmodn2.mod (tempn2};

String ans = gmodn2.toString();

BigInteger b = new BigInteger(ans,16);

c.add{gmodn2) ;

FF cshort = new FF(4);
cshort.set(8);
cshort.add12(c);

Figure 2.28: Encryption of an integer

crypted).

It is now possible to divide these
two values as desired. The final step
to obtain g is to find the modular in-
verse of b mod n, using Java’s Biglnte-
ger class this is easily computable. The
value of p has now been found and a
private key has been generated capa-
ble of decrypting any ciphertext calcu-
lated using the matching public key.

The next crucial step of the sys-
tem is encrypting an integer, follow-
ing the previously described formula
on page 7, it is know to encrypt an
integer a random value r must be gen-
erated and using the parameters of
the public key n and g together with

the integer m (value needed to be en-

Firstly, it is needed to create a temporary local FF variable stor-

ing the value of the public key composites, n? and generate a random inte-

ger T.

timately multiplying these two results and calculating the new value mod n-°.

Having encrypted the integer, it is
vital that the retrieval of the original
integer is possible, providing the pri-
vate key is known. Beginning in a
similar manner to encryption, creating
temporary local instances of the pri-
vate key components. Start by calcu-
lating ¢’ := ¢* mod n? and subtracting
one, where c is the ciphertext to be
decrypted, taking the string value of
both ¢’ and n, create two new Biglnte-
ger variables cbig and nbig, assigning
them the values of these strings once

converted from hexadecimal to deci-

mal. It is now possible to divide cbig

Calculating ¢™ mod n? , followed by computing r® mod n?.

Penul-
2

FF ctemp = new FF(8);

ctemp.set(8);

ctemp.add(c);

FF templambda = new FF(8);
templambda.set(8);
templambda.add4(priv.lambda);

FF tempn2 = new FF(8);

tempnz.set(8);

tempn2.add2(priv.n2});
ctemp.pow(templambda, tempn2);
ctemp.dec(1);

String cstr = ctemp.toString();

BigInteger cbig = new BigInteger(cstr,16);
String nstr = priv.nl.toString();
BigInteger nbig = new BigInteger(nstr, 16);
cbig = cbig.divide({nbig);

cbig

cbig.multiply(priv.mu);

cbig = cbig.mod(nbig);
String cst = cbig.toString();

m

cbig;

return m;
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by nbig. Finally, multiplying the previous result by p and finding the result modulo n

will return the initial value of m, which is one of the key requirements of this project.

int sha=Palliers.HASH_TYPE;

RAND rng=new RAND();

rng.clean();

bytel] RAW=new bytel[l08];

for (int i=0;i<1@0;i++) RAW[i]=(byte) (1i);
int RFS=Palliers.RFS;

byte[] C=new byte[RFS];

rng.seed (180, RAW) ;

byte[] Msg = message.getBytes();

byte[] EN=Palliers.0AEP_ENCODE(sha,Msg, rng,null);

Palliers.encrypttest(pub, EN, C);
String msg =Palliers.getDecodedString(cC);
return msg;

Figure 2.30: Encryption of a string

The encryption of a string is a
more complicated matter. As previ-
ously mentioned a message must first
be converted into a byte array, fol-
lowing this, the array is then encoded
for the purpose of making it easier to
store. Encrypting this encoded byte
array is performed in a very similar
way as an integer, the only alteration is

where the encoded byte array is placed

into an FF class (as opposed to an integer in the method above). Following this, the

application of a Base64 encoder is needed to generate a string which can now be stored

within the database without losing the integrity of the data. The steps of decrypting

a message, upon retrieval from the database can be performed in the following way.

Firstly, through using a Base64 decoder to convert the encrypted string into a byte

array. Secondly, decrypt this byte array using a similar approach to the decryption

of an integer, with the same alterations as encrypting a string.

The result is a decrypted byte ar-
ray as expected. Finally, through
decoding the byte array a string is
generated from the byte array, re-
turning the initial message before
any encoding or encryption took

place.

int sha=Palliers.HASH_TYPE;

int RFS=Palliers.RFS;

byte[] C=new byte[RFS];

byte[] ML=new bytel[RF5];

byte[] by = Palliers.getEncodedByteArray(message);
Palliers.decrypttest(priv,by,ML);

byte[] MSG=Palliers.0AEP DECODE(sha,null,ML);
string mess=new String(MsG);|

return mess;
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2.5 User interface

When designing the user interface several things were considered to make it clear
and concise, consistent in style, flow well and overall appear professional. The first
decision was to find an inoffensive colour scheme, one which is not flamboyant. The
options were narrowed down to were dark green and white, colours linked with doctors
and healthcare or blue and white, colours of NHS Wales. In this scenario, although
both are appropriate it is easier to see black writing on the light blue background so
this was chosen as the colour scheme in the end.

In terms of consistency, despite each form having its own functionalities and in
need of slightly different designs, where possible the spine of the system tries to be
consistent, through the continued use of the same font (Serif, size 16). Moreover
the layout is consistently structured in a way such that everything is both logical
and familiar to the user. Examples of this are seen with the layout of navigational
buttons, back button located at bottom left, proceed button located at bottom right.

Furthermore, the order of objectives for each page starts at the top and descents
down the page. Where applicable symmetry and alignment of components is inte-
grated in the systems design. This can be seen where related textfields, labels and
buttons are aligned with one another. The use of images(royalty free) in areas where
suitable, such as the login form or a user’s inbox add to the design in a way such that

JLabels are not needed all over a page.
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2.6 Project management

Throughout the project I have tried to stay on top of my work to provide myself with
enough time to complete the Report and system without adding to the abundance of
stress which comes naturally with such an important piece of work. To assist myself
with this, T designed a rough timescale of dates(Appendix B, Figure B.1) by which
I would like to have completed certain aspects of the project. This was immensely
helpful for splitting up work into a more manageable amount to do on a weekly or
fortnightly basis, which in turn kept me motivated seeing progress being made.

There were occasions when an insufficient amount of contingency time was perhaps
planned, for example the additional time needed over and above what was expected,
to complete all the research required to be completely satisfied by the work produced.
In particular, these problems arose in the weeks leading up to the Christmas break
when the literature review was due, which clashed with deadlines in other modules.
Part of this was down to myself not having read as much literature as I perhaps
should have by this time. However, by re-evaluating the free time i had allocated
myself allowed a comprehensive and extensive literature review to be written.

As always when programming, unexpected errors can crop up or the implemen-
tation of a complex algorithm can take longer than previously expected. This is
something I am not unfamiliar with and because of this I planned to finish all pro-
gramming two weeks before the demonstration, which would mean I would have two
additional weeks. Where testing for any bugs could be made ,in addition to any extra
time needed to solve complex issues which I thought could arise when developing the
system. Before programming commenced, I broke the system down into the spine
of what was needed to solve the problem faced, knowing that once the fundamental
algorithms were in place it would be easier to implement additional features. I feel
like this was an appropriate approach to the problem as it ensured, at the very least,
the basics were there. Also having the opportunity for features which were not nec-
essarily essential to the design but, added to the overall effect of being a potential
system which could be integrated into reality.

The use of a journal allowed me to stay organised throughout the course of the
project. It was enormously beneficial to note down thoughts on how to go about
complex algorithms, layout of forms with the data flow. Planning in pseudo code
made it much easier when it came to actually program the algorithm as I would
already have all the steps thought out. Additionally, through maintaining a 'to do’

list ensured I did not forget about ideas or little tweaks which were needed or would be
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beneficial to change. Although at stages there seemed to be an overwhelming amount
of jobs to do, through the aforementioned organisation with contingency times it was
in the end manageable to complete everything to a level which I was happy with.
Through the use of a journal it also allowed me to keep a note of any papers which
I found useful or owed an intellectual debt to, which I would later need to place in
an ongoing bibliography (continued from the literature review) at the of a day of

working.
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2.7 Results and evaluation

2.7.1 Functionality

The overall functionality of the system developed is considered excellent, it provides
all of the functions which were described in the system requirements. It provides
the foundation of a system which can easily be expanded in the future, to obtain
more significant analysis. These features can be added through the manipulation of

algorithms already designed and implementing them under new circumstances.

2.7.2 User interface

The primary requirement for the user interface was to produce a simple, effective and
professional design. The forms displayed are all of a fixed size, they could have been
designed differently, allowing resizing, which positions components in proportion to
the form size. However, the executive decision of fixing the size of all frames and thus
the distance between all components gave a professional appearance, which was one

of the requirements.

2.7.3 Performance

Generally, the performance of the system is consistently of a high standard, radiating
the feeling of a high quality, professional system. Upon running the software, nav-
igation through the system is both smooth and efficient. The only notable change
in performance is seen when a doctor decrypts a patients record which can take a
few seconds to load. Despite this I do not feel like this has a negative impact on the

overall image of the system.

2.7.4 Robustness

A vast and extensive range of tests were put in place in order to test the robustness
of the software developed. Through the use of ’try catch’ statements which are
implemented throughout the system, enables the system to check the input and if it
will cause an error to the system then ’catch’ it. Once an error has been caught a
helpful error message is produced by the system, it should be noted that the error
message does not stop the system functioning.

A common security flaw when databases are used in conjunction with a system is
SQL injection. This is when an SQL command is entered into an input field such as a

textbox, with the intention of accessing or manipulating the data stored, usually with
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malicious intent. To ensure the system developed is resistant to this form of attack,
prepared statements are used. In this scenario, the SQL command intended to be
computed is computed separately to the input from the user. Through the applica-
tion of the two methods mentioned above, it is to the best of the authors knowledge

that the system will not crash for any user input.

The results at each step for the addition of two ciphertexts whose values prior to

encryption were 16 and 43:

1. Encrypt plaintexts using the public key(n,g)

P711896c3459f3c82c27c76b32a45193e41dc11e338d42192e2292d4b7T44b0T7c73eedd76111e7856314b6b8bcel2d7cae9950b74418
44db21a66bcE97620e152834a56707713eb938886ad8277a35d728aec91cB6T8476ce5d2690021fd9e6alBeb717862421d2c07dBeBbd
b84634e15ad653a2e6ch27db0cAO2bd075804cchd451abebTRBea7ed4373c1295aab2a5327a06d4319e66d518bTd77b2e25892 fResbba
57c92801d147f285c3169c16dbeBbsTc97f3bbObA44b20Td83eb1241781dd2694daa7c593dach395155b2cccc5321b80T2aab9574e38
blaf0616261d94a888af5363a2e324721f7edf6e03917966a0474d9330281e30b228333276e4C8827143bfec62957512713a4615723
645cadalele5a25d1b4505948a8ad9a14663867487RcTO4RT48542TA0a226A3923R683d15adb6T47011c58a2d85a85809248 Tdda507328
e8dbf1lc4aa2flcb745600e77cb6eabldTbf9ece3dbact9al762db1004bd5007dd4a0cbabe5494deee7d67c84936b0633200e36T4085¢2
836d19e35c96d46d2911bb19e4baf3adsenddedafoe21dba80c505d2262d7bd09fce30bbafie6f51d3e53ce341603a40107dd647abbs
Pefadbd550312533afc5debBcea facedd02acfefd37d08T18b6e361be90048d63%eded3adeecca20a29f564d30475a39dc5d6ead3bd
ceb97d9997cBbfadd53e8a91cbc3d10f1a5b9ef88d59albaBslb

Figure 2.32: Ciphertext generated for plaintext 16

1alc20816c8723Tbe62add6Tbagl81fca2 ffo0a2e935afadfab29c1f5213c5har90dadefce3a7a7ab5fac21fodfoelali8an7as85d46
d9f31dc119b69TAA22ea017886cae35T3b6339a15478262e773T199c400753261357941aefhd f30dfRablEceas23431h398538569517
a2dfanfcOc7ofcT4eaabbbdadddd6a3214a60289317148T4d07c26946C4ch278235613e0471a789Th78bb1c6Th87f635e4eec3cenb2b
c3cebabf278825597bdec5529980826b732b5eb35872335c4269c4241ecTd19c3TA32eef24019dbT276bT0%b18cdba488TA503274Ch
34d0fd25663dc5073d9b2das8a83T30chedd2T13518015547F3ffcBddaf77d05dde29fated2beedefl77e27alc47hbd9568170650babh
19ccBO3e56c3cd0ebb59e354b3367d655519T8F fofaff139577e27496bTd3390T1aafcfB57442a0d2d07al3c8792b931cf44584c0334
A44fdeagaefccfiffefd4820Ta86e1a00b0bA099227253851eee3a252b57c2a26d273ed2e0fd1bba8845f02aTeb1920ch T fd25499d5002
cbdob76¢55386211b0b77909ab6685d147dfchdeaa7as04a30d4c5e9e5d91c17T88c52db3ada37352726a4c40551fhalefececfieeba
1bbca5e29020a3c5fa5cfc9775ec8fdbblfbd97f81c5dbaacsbeebfcclclb75a6b54d6332e12952605bdf11478a593cce0200bbbd417
9e3488d7ceacb941cT166d342e3ac8f03547281148341d6c749d

Figure 2.33: Ciphertext generated for plaintext 43

2. Multiplication of these two ciphertexts, assign this value c.

15elde7758ce77eb4c5e872ef0529d4cc4e23c8ac888c5859T4eleed589T7195d71200bd 12982569 T cOfhcOf3775b75b1d5643dcco
75dbacad78bc643b514027a31174111ch091839d6585c70086ccTEBc5db75dc52T41e24fced]17bfdbf69aee2delcd696039091300013
84f2c41d480599f081c7529552708ae6a34f fdd43cf1447 fdadf26bedafaraff2daaTalbalcc19669377d0056ben4354849a7463Tas
eab47ba74leTafe3370ab83b35a2209d3a147f9643ec0b21971e0813d73936e4d2510e9788b26285cdh91e3e7f0na3408df619aba18
791fd62500a0531130ce2dr64358ch60ccTfhb188b1cd3ee52a071df2454dff1299c82d0feb9ecd5ae671436c3Th99ddB2fd4539fd2a
ebbba78183049223252187e2aba75b84d7h60d785046b3630b2b80ecaleas908Thfa6%aabeeddSebc3342e5c355bdfa3ed94152eh453
bd5642c3ec44abafd24860a79d1al8aad40bsc63c3e9c9b776Tchobch59d8ce4479ch640724c19b90272c8c79570451d48db404eB074
Bcal5aBf76b3752bb3637edendbbBel81d2T46022T7f08e524T0aT3a032Tf6a74011098bT61c340f6a206a8b9d783dd0aacTOceac247
cc3c24ed471cebf393b1danne3f8a802972eb8a980T8d4186aa4c8Taebacbadec91b7a51b772e0b79cchfd30b42cefO11ad57026983ch
16264fdb1763eaf6a08037dbd4c554049¢324ef83195a341F6a

Figure 2.34: Ciphertext generated through multiplying figures 2.32 and 2.33

3. Upon decrypting c¢ using the private key(\, i) returns the result 59, which is

indeed the summation of the two original plaintexts as desired.
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Evidence that the system developed is indeed indistinguishable can be seen in fig-
ures 2.35 - 2.37. Where, even when it is known the plaintexts of the three ciphertexts
are 20, 20 and 3. There is no feasible way to be more than 33.3% certain that any
one of them represents the value 3 i.e. a pure guess. In addition, we can see that the
system is also probabilistic through the fact there is no feasible way to be more than
33.3% certain which two ciphertexts hold the value 20.

2efab01b53eabe7aled14d0b68ff4afdlceaccdas9785d9d041237e63ea85a059e5fccB27ee264T13a62 f08a06e43316T056badea3ab
154b987b9412e81bd50d6adcdc850298fcd27c8fa9de835a81ddd90cdcccabdcd24c8fa4bac9bba994aeldabfas549002T5f47fa9b3b7
484eb0182b13132234d53180d 5291443 T01eb82e2ddas2 fdabb714320210a5b0beec88efade]l f5cfcd5930582c3cTec2c4974485619
b61b851e24ba706278169T865016dad3bfof49e4c0a41bbfo3e6245c246466e213eda2 f4e9ab38f3288133172594c21ef2b906¢3bTed
70374edBR3706b2723688ba20a0bc80dba00ecd757e25d0a04341ab46cal24540Th9T35257474cb115d49265922584923bdc82 fe374f
82afd1068e75d42ad6e3b8080c1347f7e558fcabcB6a7c99932438b652F53cfB62032e352Th3a2c3d6b5al315b2e389fRa52bcat2c22
87c9e329580889473d9e5f3cdalf9213156063dd9293b5T 2419233 eed7hb351041bc81c0alcaf58acf362cc16d39d187484432932a4a
123b3488c8d49e35d64c753794082e36516c5eb432b326bd18cc577ce8881b022094 f046063920b9e5272b631880T1330Tad47ce7R03
3ff435f1bad91eee8s4ff3f542582090e6ce991T03848Fc0262c156938973b18326c29a5397bc4dd3614df3539087be2c6T5332835771
882591da31c2801d7973524dac9dadcle220c95db2ee57fATESS

Figure 2.35: Ciphertext 1

Be29fed185b82a5380f875caadb0f3aedbc7e38be837dd3bBb962b080aR3b10276d2ebed06e4b58cde25dd17c3T84fdedeb72bb1656F
683cleefaala586a56507706T084829552590e33bab14chb02be386379218361a69ae0577a4700364d17868ceB561f fEed715a65134
a94dd4f975ad7459734eaa3Tb7ab629e30ba2e70912c745cd72a81c970a3d0c30b7240b930ae03ad0a2a6651e7da7415a59797a5b2429
2ed6ffO3b6TT659022798ef5657dcbeldd53T49a95db0876b51dbcad5f17076dT4ddb26c34bc8Tf9181T9ab895Td19e7a600eTEE365D
cf09aa8d77319d4c9d5936bel73e6d7c7845da65069¢515fac26T06ee9d140e6e16T16284139b5247130183315a76ca36cell973d360
f2173f8f6al8abdf58ddaf4a080e54dc35aaaed1bedd8f5a70d9751153d312d8%ea3cabl8372149e4c19e93c879135b273cfa338f2a
c49ba2le3f12c84e5836b893c6Th555c21472127a56T0Thd4d3c76a842929ee1b80Thf751a89710h0e9190ce32eblebebc9d93b7d7c18
764ad6391397922678f92731ac89chbac7fc5d62dec5273655cc4ad95b9e583db20d770aa7c32970e0T04fBee2ddce39d60Tabad7e33
lcbead74d5af56907218a944b55T095108ecfef fhbfE3687236e864a3507Ta08168485bada25a05132763406671F2139cdf87b5015e0
bc21ae%acl8bl4a5031a47a938a7b378c2183eac11402894883

Figure 2.36: Ciphertext 2

3ad797cafefdbbdfccdafhd238ectofBebadTdfcd1fabf372b5b4a3209872b6146T303b6T60557a1d5eb0b23e2bbe85b91b32555FA0cd
3a440e7b577f9649T7c27a69b686T1dRab0732344f8e7d9d13199147797cB8ddbo01b882b2dd8296750808f90c1bach28a4b680cebBbe
ebB67e7eardl577c9b318ade63a44eecealdfadaTocBacdff4e3f18d1250T94699adc438013a161c5182b18218e7872ab69d 224331
fcbf11e38a7374c8b59badb99893cedada340fa3279994e6d fedf472e3a9f754c5c2bf6c36c19c31chf19ae0d21c385e26efded fa3e
6887664e7T1f8ddd9611e7858815T4e5babef5d544e6Th3a673a2092e32d5cd29493f fa9b14aba2c3bdcecdlecdd2 f8e30f98a5321322
d7dba346f1e0d641dd728bf238b4a23dabbc22d889c8567ch0fasf29b129ale7ffdchals7c48295790346df6f77d55b29b5feTdf fasd
Bcc43013656009caaald3543e3baaT816013a44 527270777253 f5f8eba5T4841506a15Th20T1a44dR62Ta000b100b28bdechlnn2
B88b54feafdee367137211471a3910b24616Te1f42700005994d6d230592c739e80a0e47hbd460154892851cdBfafaa7 7483dad684e6bl
1d583b209f53cfbdlladfaeh8f2ad64a91d6957d9917d3a672e8b80eabceeb59a3a8ac695038de82d1fe96741T69bfc7a8a4d32e2c34
134d81c0cf791414bb10436e523ae20d3ef8cc32c1f022d0R54

Figure 2.37: Ciphertext 3
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The results at each stage of encrypting and decrypting the message ” Hello World!”
can be observed in figure 2.38-2.40.

Message is: Hello World!

Message in bytes is:[B@82c57b3
Encoded byte array is: [B@5be82d43
Encrypted byte array is: [B@600bob7

Figure 2.38: Deconstruction and encryption of a string.

BLvgov8mCxNTvbcAHMUI6 TWL3GROECax5p6hawZUD51iJcva5e2 jTax7hE2boMI1V1gtxibmLj /gsbl/MU/Lz
rzQiHOVV7KYCj1oTI4CkeVELCnRSjR1ZL2vgpZ9y/ T+ /3550GTjKP4zX3uzIAYs1jEQbgufgDKgjcsRSX1d
qlchmw0181LUAGrFI3byAqMATm,/ Z01F139sbXumcad06BhRUM+WyPddtgTPXFxWybz ZkOUELgW10/ LsxapR80
94,/PIp9YiGtTjevbpyRX2BvUvmPAK riwHj p-+05BImx 22 qmMKXBImc 7Xh rnwWN2 YT JB2wMnHyNVg /kJwsG3170
SUkxVAyDsNpuBvy] ydEJdGNEQIwU/ zmlePPOADYT p482h9/LXsFvvnon2z855mgChyVUVgOkp rimeQwIIpNL]
wHB45R+k/eES1ighTmAQxLe0DWsbyQgnakh96tYqDF+mdTRE1/5T4FqoMs CABDARAE/ 0qfCV1S+FSZvDDEG7
Rg69pi+YuyREqknX114)XA/ /lorparMzPa3Ba+5mLSnk2jgpYsSZtZtdSMZdzL35h318UV)0l5didazevdmd

98nmev8FpALuVGOWTYPTVOkhm/AJRL+8ECTIVWTTMwIWUMdCILLtULTCcELE ]8I r7TWsbY /GETX+8Rm33qwWI
Ad4NbHB]x /0=

Figure 2.39: Base64 encoder applied to return a string which can be stored in
database.

Message decoded using Base64 1is:[B@473b3b7a
Decrypted message 1is: [B@E1l734f68

Decoded message is: [B@77b7ffad
Reconstructed message is: Hello World!

Figure 2.40: Decryption and reconstruction of a string.
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When analysing the BPW scheme, whether it be the number of ratings or the
rating of different support books, graphs can be produced by the system representing
the results following decryption. An example of the graphs which can be produced
by the system are seen in figures 2.41 and 2.42. I feel that a visual representation of
the results in this scenario are much easier and cleaner to see and make better use of

the results than just the numbers on their own. It should be noted that the use of a

Java library to generate graphs could improve this further.

‘ Results

N in Your Own Ri Panic Attacks
Breaking Free: Survi

omar
Overcaming Anger and Overcoming Arety, Alzheimer's and othe

Book titles

Figure 2.41: Output generated showing rating for books selected.

5.0,

4.2,

3.4

Ratﬁig ‘

26

LQ Median ug Mean Range Mode

Statistics

Figure 2.42: Output generated showing a mixture of statistical analysis
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Chapter 3

3.1 Discussion

When looking back at the system as a whole, there are many great things which
it accomplishes. There are also areas which it falls short or could be improved.
Beginning with looking at some of it’s flaws, when reviewing the structure of the
system, in particular the database, there is a practicality issue when it comes to the
filters table. When the table is for only two filters (gender and smoking habits) I
can see no problems with how it handles this data and believe it to be practical and
efficient for the current system and for showing the potential use of the data. Having
said this there is an obvious problem which arises when more filters are added, if say
we wish to analyse if the patient in question is over fifty and if their blood group was
A-negative. In this scenario we would now need sixteen records in the database for
four filters as opposed to just four records for two filters. This exponential growth
would be detrimental to the efficiency and compactness of the system when in depth
analysis is needed as there are a vast number of factors which could potentially be
involved in the analysis. A potential solution to this problem, if the system was to
be taken further in the future or if I had more time available, would be to remove the
filters table and instead go through the list of patients medical records and analyse
each one for the applied filters. This in turn would come with its own impracticality
of taking an increased time when performed for the population of a country, instead
of a sample of one thousand. This boils down to the executive decision of which is
more important for the system, speed or size.

This leads on to a question about the efficiency of the system and how we go about
storing data. Currently, the method for storing strings within the database is exten-
sive and exhaustive on the system. Although it is necessary to encrypt certain values
using Pailliers’ it is not necessarily needed to convert a string to bytes and encrypt

the byte array using Paillier, although we know this makes the resulting ciphertext
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indistinguishable and is still very much manageable for the current structure. This
would be an area which may need to adapt as the system expanded. A potential
solution to this could be achieved by simply using a Java cryptolibrary to encrypt
and decrypt strings to and from the system.

Additionally, with medicine being such a broad area there will always be room
to integrate more features which can offer a deeper, more insightful analysis into
the causes of a disease or improvement to treatments offered. Upon developing this
system further, the implementation of analysis into other areas can be made, such as
how successful treatments are with patients. Furthermore, some of the data collected
is used only by doctors when they are inspecting a patient, having the data available
it might be seen as wasteful to not look for correlations in data using this information,
an example being is there a link between heart transplant and cardiac arrest.

Regardless of the odd drawback or area which could be improved in the system,
the overall system does offer a solution to the initial problem set out. The first re-
quirement was to provide a means of storing patient data in a secure manner, this has
certainly been achieved, through the use of a semantically secure cryptosystem, Pail-
lier to encrypt data and stored in a database. The data stored used a homomorphic
cryptosystem and thus allows data analysis to be computed without revealing the
underlying values. This can be evidenced through functions within the system where,
for example, health experts can analyse the drugs and the volume to which they are
being prescribed showing the overall cost to the NHS. This information could in turn
assist in determining the best policy for both the Welsh Government (money saved
can be spent in other areas such as education) and the public’s health. Analysis can
also be seen to provide evidence of the effectiveness of the BPW scheme which offers
non-drug treatments and support to mental health suffers. This analysis could be in-
tegral to the expansion of this scheme across the rest of the U.K. providing additional
support for people who need it most. On the doctors side of the system, it has many
features which should be capable of assisting a doctor with a diagnosis of a patient
through the use of retrieving a patients medical history in a more efficient way, this
also removes the chance of a patient leaving out information which they do not think
is relevant but in reality could be influential.

Another thing in which the system achieves well, is the implementation of many
features which, although may go unnoticed for being small things add to the overall
practicality of the system, some of these features include but are not limited to; the
translator, being designed for primary use in Wales, I believe it was purposeful to

include a translation for those who are not fully bilingual or even to promote the
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use of Welsh speaking. This could also help patients feel more comfortable if they
are able to speak in their first language; password recovery feature where the user
must answer a security question which they choose upon registration in order to
successfully change a password. Procedure which is familiar to the majority if not all
of the population in this day and age; a range of statistical analysis can be computed,
showing the homomorphic versatility of the system, having been implemented already
it would be simple to re implement the same analysis in a different scenario. Given
any mathematical analysis consisting of unlimited addition and multiplication of up
to one plaintext integer, this operation can be computed from the functions already
defined; high testing coverage shows a fully functioning system, which is essentially
robust and handles errors in a secure manner such that the system does not crash from
bad user input. For obvious reasons it was important to not have a system containing

bugs, in particular for such a vital service for which this system is intended.
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3.2 Conclusion

This Report provides written evidence of a proven, functioning solution to the need
for a secure way of collating and analysing patient data, to provide evidence and
information on effectiveness of policy decisions and prescribed treatment. It demon-
strates how the software developed is capable of assisting health professionals with
their day to day work, treatment and diagnosis of patients. It also shows how the
software could be used as a tool for the Government to access evidence to support
their policy decisions and make the best use of the funding they have available for
the NHS. The expected success of implementing the solution identified can be evi-
denced through the approach taken for storing and displaying an up to date medical
record for all patients and the fact that the system permits analysis of patient data
without compromising anonymity or integrity, through the application of Pailliers’
cryptosystem. Presently, the conclusions which can be drawn from the analysis are
limited. However, the algorithms implemented can be reused, meaning future ana-
lytical features can be added easily. Additional features integrated into the system

could provide more critical and useful analysis for more complex questions.
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Appendix A

Additional reading on encryption
schemes

The key generation algorithm for RSA, as shown in (Mohapatra 2000) is as follows:

e Select two large primes p and g, the prime is considered large if the size ranges
from 2'%%* up to 22 (Erra & Grenier 2014)

Letn:=p-q

¢(n):=p-1)-(¢—1)

Calculate e, such that 0 < e < ¢(n)

Calculate d, such that d = e 'mod¢(n). This can be calculated using the

extended Euclidean algorithm in a way such that d - e = lmodep(n)

e pub(n, e), priv(n, d)

This process only works if e is coprime to ®(n), as without this no multiplicative
modular inverse of e exists. The encryption of a message m, is given by:

¢ :=m°mod n
while the decryption of a ciphertext c, is given by:

m := ¢ mod n

The proof of correctness of RSA as proved in (Mohapatra 2000) is shown by:

e c-d=Fk-¢(n)+1 for some k

e = (m%)*mod n, as m = ¢? mod n

e = m° mod n, by the laws of modulus

o = mF*M+1 mod n, by substitution of e - d

o = (m®™)% . m mod n, by the laws of modulus

e = 1*.m mod n, two cases, 1) when m is coprime to n we use Eulers theorem,
2) m is not coprime to n, in which case the Chinese remainder theorem can be

used.
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e = m mod n, as 1¥ = 1 for any k.

The key generation for ElGamal as described by (Ryan 2008) is performed as

follows:

Find large prime p.

generator « of a large, prime subgroup G of Zjof order q, ql(p-1) (« is a gener-
ator of G if every element of G can be expressed as a power of «

e choose a random k € Z,

e 3 :=a”* mod p

pub(p,«) and priv(3, k)

The encryption of a a message m yields a pair of terms, computed by:
¢:= (y1,y2) == (&",m- ") mod p
where r is selected randomly from Z, then the message can be decrypted by applying
the private key such that:
m = yo/y mod p
decryption scheme as proved in (of Mount Union n.d.) can be done in the following

manner:

y2/y; mod p

= M- 3" (yf)" mod p
= M - a"™(a*)~! mod p
e =M

Proof of correctness for multiplying homomorphically:

o Let ¢ := (y1,92) := (", my - ™) mod p

o Let ¢y := (y3,y4) := (", my - f) mod p

e Compute ¢35 :=¢; - ¢o

o c3:= (Y5, 46) := (@™ - ™, my -my- B - 5) mod p
® 3= (Y5, ¥6) == (" F72,my - my - f7772) mod p

o Letr :==r;+rpand M :=my - my

e Then c3 := (y5,95) := (a’', M - ") mod p

Which can be decrypted, as it is in the standard from for decrypting a ciphertext in
ElGamal.
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Appendix B

o
Planning
Objective Duration Start date End date Contingency time
allowed
Background 14 days 18/09/17 01/10/17 0 days
reading
Project proposal |7 days 02/10/17 08/10/17 3 days
Literature review |14 days 16/10/17 29/10/17 4 days
Ethical review 7 days 27/10/17 031117 0 days
Inspection 14 days 10/11/17 241117 2-7 days
Programming 56 days 08/01/18 04/03/18 7 days
Testing 7 days 05/03/18 11/03/18 7 days
Demonstration 7 days 12/03/18 18/03/18 0-5 days

Figure B.1: Time management
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Appendix C

Running the system

Zip File Structure

e Electronic copy of Report

Source code

Literature review

Address to Git Repository

sqlite-jdbc.jar

Run From Eclipse

To run the system an external .jar is needed, sqlite-jdbc must be added to the
build path. Once that is done:

e Import the project into Eclipse using the import wizard
e Ensure JRE, JUnit4 and sqlite-jdbc jars are all included in the build path
e Run the Login.java class

Existing users

Using the login credentials displayed below will allow the user to access both sides

of the system and use all the available features.
e Doctor: Username: "arj590”, Password: ”jonesyy3”

e NHS: Username: "rlr0809”, Password: ”Rachell”
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